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Aetna, Anthem to Pay Pathology Groups Less

TWO OF THE NATION’S LARGER HEALTH INSURERS—AETNA AND ANTHEM—
ARE CUTTING WHAT THEY PAY for the professional component of certain
clinical and anatomic pathology codes.

In its communications with pathology groups about this policy change, Aetna
says it will no longer pay for most clinical laboratory claims submitted with the
modifier 26 for professional component services. It says this step is to align cur-
rent practices with its longstanding policy of not paying a professional compo-
nent for clinical pathology professional services. Some national pathology billing
experts believe there are certain pathology groups that stand to lose as much as
$300,000 per year in revenue from this change. (See pages 8-9.)

By contrast, Anthem’s actions are more troubling for the pathology pro-
fession as a whole. As you will read on pages 3-7, state-by-state, Anthem is
pushing two major changes onto anatomic pathology groups. One change
is to terminate the pathology group’s professional services contract and
move the group to a laboratory contract, handled by the insurer’s ancillary
services contracting department.

The other change is to reduce what it pays for nearly all the anatomic
pathology CPT codes by amounts reported to be 50% to 70% less than what
it currently pays. Anthem gives pathology groups a limited number of days
to accept or reject its offer. There are reports that—after certain pathology
groups chose to reject the offer and go out of network—representatives
from Anthem went to the hospitals and health networks served by these
pathology groups to inform them that their anatomic pathology provider
had opted to cancel its Anthem contract and go out of network.

It is easy to simply categorize the actions of Aetna and Anthem to cut
prices for pathology services as their response to the PAMA-related cuts to
Medicare Part B lab test fees. After all, across the nation, reports are pouring in
about how state Medicaid programs and private health insurers are following
Medicare’s lead and cutting what they pay laboratories.

However, deeper changes are happening among the larger private health
insurers. These current actions should be seen in context of how other insur-
ers are instituting prior-authorization requirements, narrowing provider
networks, and refusing to cover many new lab tests. ™R
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Anthem Rolling Out More
Anatomic Path Price Cuts

Insurer is also moving pathology groups from
professional contracts to ancillary service contracts

»» CEO SUMMARY: Anthem is making big changes to its rela-
tionships with anatomic pathology groups. Getting most of the
aftention at the moment are the insurer’s letters announcing price
cuts for anatomic pathology services of 50% to 70% of Medicare
fees. But another major change may also trigger negative conse-
quences for pathologists. Anthem is moving pathology contracts
out of its professional services unit and over to its ancillary ser-
vices unit, which typically contracts with clinical labs.

groups in a growing number of states

received notices from Anthem, one of
the nation’s largest insurers with 40.5 mil-
lion beneficiaries. The notices announce
major changes in the way Anthem con-
tracts for anatomic pathology services.

Anthem’s first change is to cut the
prices it pays for most anatomic pathol-
ogy (AP) services by 50% to 70% of 2018
Medicare fees. These fee cuts will get the
most attention by pathology groups and
their practice advisors.

But it is the other substantial change
that Anthem is pushing on pathology
groups that has the potential for serious
negative consequences over the long term.
That change is to move the contracts it has
with pathology groups from the Anthem’s
professional services division to its ancil-
lary services division.

IN RECENT WEEKS, anatomic pathology

Effectively, Anthem will now treat phy-
sicians who are board-certified in pathol-
ogy in the same way that it treats clinical
laboratories and other ancillary providers.
This change has interesting consequences,
one of which is how pathologists will be
accredited with the health insurer going
forward.

Anthem’s latest effort to cut what
it pays for anatomic pathology services
started last fall. In November, Anthem
made significant cuts in payment rates
for the professional component (PC) for
lab services in Missouri, according to
Vachette Pathology, a consulting firm
in Sylvania, Ohio. At the time, Anthem
slashed what it pays for the PC portion
of certain tests in the 80000 series of CPT
costs by as much as 70%, Vachette said.

Reporting on Anthem’s rate cuts to
various anatomic pathology services, APS
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Medical Billing, in Toledo, Ohio, said in
a letter to its clients that the rate changes
Anthem was making vary widely by state
and affect both the professional compo-
nent and technical component.

Last month, the American Academy
of Dermatology Association (AADA)
sent a letter to Anthem, expressing serious
objections to the price cuts. Writing on
behalf of the more than 14,000 associa-
tion members, AADA President George
Hruza, MD, MBA, said the cuts will result
in reductions in Anthem’s payment for
lab services of 50% to 70%. Hruza based
this estimate on a notice of a change in a
contract that dermatopathologists in Ohio
received on April 17.

“It is the AADA’s understanding
that this material change in contract will
reduce reimbursement for most office-
based pathology lab services to 50% of
2018 Medicare rates, with 86 pathol-
ogy tests being reduced to 70% of 2018
Medicare rates,” Hruza wrote. “In addi-
tion to the announced contract modi-
fication in Ohio, it is understood that
similar reductions in dermatopathology
reimbursement may be implemented in
other Anthem states.”

A Rate Realignment?

In correspondence with Anthem, pathol-
ogists have learned that the insurer calls
the payment cuts it is making to AP ser-
vices, a “rate realignment.”

Anthem said it wants its payments to
be site-neutral —meaning payment will be
the same regardless of whether the service
is delivered in a hospital-based lab or an
independent lab. The insurer’s aim is “to
align compensation for lab rates in all
settings so that its members would pay the
same in out-of-pocket costs regardless of
the site of service,” pathologists said.

“These steep cuts in the professional
component for pathology services are
a significant concern because they are
unsustainable regardless of whether they
affect hospital-based services or indepen-

dent-lab services,” commented Vachette’s
Vice President of Client Services Ann
Lambrix.

“As the second-largest health insur-
ance company with 40.5 million bene-
ficiaries, Anthem had previously been
among the best-paying insurers,” added
Lambrix.

“Hospital-based labs may struggle
more because hospital labs typically serve
patients who are seriously ill and often
have multiple conditions,” she explained.
“That is why testing for hospital patients
is more complex and comes with higher
costs. Payers recognize that fact and have
generally reimbursed hospital labs at
higher rates for that reason.”

However, Anthem’s deep price cuts
ignore this reality. It is why THE DARK
REPORT believes that a growing number
of pathology groups are sending termina-
tion notices to Anthem. These groups rec-
ognize that Anthem’s price cuts—coming
on top of Medicare price cuts—will erode
the financial stability required for groups
to sustain accurate, high-quality services.

Anthem’s Price Cuts
After introducing the lower rates for the
professional component in Missouri last
fall, Anthem next introduced lower prices
on Jan. 1 in Alaska and Washington.
Based on letters sent to its pathology
group clients, Vachette said Anthem is
scheduled to cut AP rates as follows:
o July 1: California, Georgia, and
Indiana.
o July 10: Ohio.
o Aug. 1: Wisconsin.
o Sept. 1: Kentucky, Virginia and West
Virginia.
« Jan. 1, 2020: New York.
 No date yet: New Hampshire.
“Providers in Kentucky, Colorado,
Connecticut, Maine, and Nevada are
expected to experience similar cuts in the
near future,” Lambrix added.
In a note on its website, Vachette
explained that many of the new rates reflect
a roughly 70% drop from previously-
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American Academy of Dermatology Sends

Letter of Objection on Price Cuts to Anthem

N Its Mav 13, 2019 Lerter 10 AnTHEM, the president of the American Academy of
Dermatology Association (AADA) voiced serious concerns about the deep price cuts the
health insurer was implementing to many anatomic pathology CPT codes. AADA President
George Hruza, MD, MBA, FAAD, asked Anthem to establish a dialogue with AADA to work
through these concerns. Relevant sections of the AADA letter are highlighted below.

The AADA is concerned that this material
fchange impacting dermatology office labs
will create an undue burden and force
many of these labs out of the Anthem
network. In forcing these labs to either
accept rates below the cost of providing
the service or terminate their contract,
dermatologists will lose access to the
dermatopathologists they rely upon to
serve your patients through an inadequate
network of dermatopathology labs.

i AMERICAN ACADE
CAN ACADEMY
‘1'” J DERMATOLOGY Assr;ém.nnm

May 13, 2019

Stephen Friedhoff, Mp
Chief Clinical Officer
Anthem, Inc.

120 Monument Circle
Indianapolis, IN 46204
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Valuation of Procedures
The American Medical Association (AMA) Relative Value Scale (RVS) Update Committee,

commonly referred to as the RUC, is a transparent multispecialty committee that reviews and
values the resources required to provide physician services. Through this review, the RUC
evaluates physician time, direct expense, and the indirect expense incurred to deliver care,
including diagnostic pathology services, and makes a recommendation to CMS. CMS makes
any adjustments in value that it deems warranted and then converts them into RVU’s which is
the foundation of the Medicare Fee Schedule.

All codes receive extensive review to ensure the value is reflective of the effort and resources
required to deliver the service. In 2012 CPT 88305 (Level IV-Surgical pathology and
microscopic examination), the most common code in dermatology, underwent this review
and the value decreased by 33%. With a robust process in place to determine the value of
a service, any reduction in reimbursement for pathology services below the Medicare Fee
Schedule [by Anthem] is not warranted given the validity of the current CMS value.
The AADA is also concerned that the steep reduction in reimbursement, without justification,
could be considered a violation of the good faith and fair dealing covenants requirements in

these contracts [with Anthem].
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Anthem Responds

to Contract Questions

N RESPONSE TO A QUESTION from THE DARK

ReporT, Anthem provided the following
statement: “Anthem’s goal is to help ensure
our consumers have access to high quality,
affordable healthcare, and one of the ways
to help achieve that goal is to routinely
analyze and rebalance professional fee
schedules for medical services, including
lab services.

“This evaluation includes competitive
benchmarking, analysis of government
reimbursement, consideration of changes
in care delivery models, and the impact
of rate changes on consumers. Anthem’s
adjustment to office-based lab fee sched-
ules is an effort to address the wide dispar-
ity in prices for this service. Anthem has
successfully worked to obtain competitive
pricing with a robust network of providers
and is committed to providing numerous
lab testing access points for our consum-
ers at rates that are consistent and clear,”
said the statement.

“Anthem followed the notice provi-
sions defined in our provider agreements
when making changes to the fee schedule.
We won’'t comment on the specifics of
Anthem’s fee schedule, which is propri-
etary and confidential,” said the insurer.

negotiated reimbursements for many
groups and are a significant reduction
from 2019 Medicare rates published in
the Physician Fee Schedule and Clinical
Laboratory Fee Schedule.

Anthem Plans in Ohio
In the same note, Vachette quoted from
a letter Anthem sent to pathologists in
Ohio. “The 80000 to 89999 CPT codes are
involved, although certain in-office testing
will be exempt from these changes,” the
letter said. “Rates for 0362T and 0373T
will be reduced to be consistent with the
recent changes to those code definitions
that reduce the time per unit from 30
minutes to 15 minutes. The rate for 97153

will be reduced to reflect an update to the
manner in which adaptive behavior ser-
vices may be billed.”

The new rates will differ from one state
to another. “For example, in Kentucky
88300 to 88309 will not be impacted,
possibly as a concession to those [pathol-
ogists] who have already pushed back
against these changes in other states,”
Vachette said.

Pathology groups that disagree with
these changes must send a Notice of
Objection within 10 days of receiving
Anthem’s notice, Lambrix said. This short
time to object is a source of contention.

APS Medical Billing encouraged its
clients to object to the rate changes each
time a lab or group gets a notice. “In many
cases, groups have objected and sent
notice of termination for the impacted
plans,” the biller said.

Lambrix agreed, saying some groups
have said they will end their contracts
rather than take drastic cuts in payment
that do not cover their costs. She could
not estimate how many labs and pathology
groups would end their Anthem contracts.

Payment Cuts of 70%

“As aresult of the changes, Anthem is insti-
tuting a decrease in payment of about 70%
in the most extreme instances,” she added.
“At that point, I called Anthem and said,
“These numbers must be wrong,” but I was
told they were correct,” Lambrix explained.
“At the same time, I was told that a lot of
pathologists in Missouri had called to com-
plain and that Anthem was reconsidering.

“One pathology group we work with
in Ohio had a reduction from Anthem of
roughly 42% of Medicare on all codes in
the 80000 series except for 88305, which
got a $7 increase,” she explained.

In Missouri, pathologists were
not much concerned when Anthem
announced that new lower rates were
coming, Lambrix said. “In November,
the letters from Anthem indicated there
would be changes to the fee schedule in



THE DARK REPORT / www.darkreport.com 3 7

Anthem Ends ‘Professional Provider’ Agreements,

Moves Pathology Groups to ‘Ancillary Provider’

IN PAST MONTHS, Anthem sent anatomic
pathology groups in several states letters
that terminated their “professional provider
agreements” with the insurer. In place of
those agreements, Anthem enclosed a new
“ancillary provider agreement” that it uses
for clinical laboratory providers. This is
an unprecedented action in the field of

managed care contracting and has many
implications for the pathology profession.
Reproduced below is one example of an
Anthem letter sent to an anatomic pathology
group in the Midwest. This letter terminates
the group’s existing professional provider
agreement and offers the pathology group
an ancillary provider agreement in its place.

Dear Provider:

Thank you for participating in our Anthem
Blue Cross and Blue Shield (Anthem)
networks.

During the past year, we have reviewed
your billing patterns and determined your
organization should be contracted as a lab-
oratory. Therefore, it is necessary to ter-
minate your existing professional provider
agreement (“Current Agreement”) and
move you to the appropriate laboratory
provider agreement, as follows.

Pursuant to the Termination section
of your Current Agreement, this letter
serves as notice that your Current Agree-
ment will be terminated effective August
22,2019.

In support of having the appropriate
agreement in place to continue your
participation in the Anthem networks,
enclosed for your signature is an
Ancillary Provider Agreement (“New
Agreement”) for laboratory pro-
viders. This New Agreement will

Excerpts from Anthem letter to a Pathology Group:
Re: Notice of Material Amendment and Termination of Professional Provider Agreement

May 22, 2019

e Noticoof Materil Amendment ang Teqmy ation of Profossional Provider Agroemen
of Material Amendment
tand Termina
fonal Provider Agreement

Blue Shield (Antherm) networks,

ACTION REQUIR
 complete pag 16 of e

€64 Leah Timmerman, Staf Vice pregigen
Enciosures

Ao

become effective 45 days following Anthem’s receipt of the signed and dated
New Agreement, but must be received no later than July 1, 2019.

Missouri,” she explained. “But the way
the letters went out didn’t raise any
alarms until the pathologists there started
getting paid at the lower rates and noticed
that the fee schedules had changed
significantly.

“Previously, pathologists in Missouri
had been getting paid about $66 for the
PC under the old rates, but under the new

rates, the fee schedule calls for paying less
than $15 for the professional component,”
she added. “That’s a $50 cut in payment—
a 78% decrease—for the PC portion of
CPT 88305.” TR

—Joseph Burns

Contact Ann Lambrix at (517) 486-4262
or alambrix@vachettepathology.
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Aetna Ends Payment for
Professional Gomponent

Insurer says it will stop out-of-network payments
for pathology review of clinical laboratory tests

»» CEO SUMMARY: As of Aug. 1, Aetna will stop paying out-of-
network pathologists for the professional component review of
certain clinical pathology tests. Until now, the health insurer has
paid for the professional component when out-of-network labs
billed for clinical lab tests using the modifier 26. In a notice to labs,
Aetna said it will pay only for the professional component for 106
AP codes. One pathology consulting firm says this change could cut
some pathology groups’ revenue by as much as $300,000 per year.

ment for the professional component
of clinical laboratory tests for out-of-
network labs.

In a notice to clinical laboratories
regarding its claims payment policies,
the health insurer in Hartford, Conn.,
said it will allow the modifier 26 only for
anatomic pathology procedures, said Alex
Mitchell, Quality Programs Coordinator
for Vachette Pathology, a revenue cycle
management firm for clinical laboratories
and anatomic pathology groups. Aetna
and other insurers use the modifier 26 to
distinguish the professional component
of CPT codes involving both the profes-
sional and technical component.

“Up to this point, Aetna would pay
for the professional component of clini-
cal pathology for out-of-network groups
or those groups that had fought to have
that language included in their contracts,”
Mitchell said in an interview with THE
DARK REPORT.

“Now, it appears that Aetna is seeking
to close that revenue stream,” he added.
“In the letter it sent to labs, Aetna said it
needed to make the change to address a

STARTING AUG. 1, Aetna will end pay-

systems issue that wasn’t in line with its
payment policies.”

Aetna’s letter to labs also mentioned
that the insurer had recently audited its
claims payment processes and found that
it had paid some providers for claims that
did not align with its “longstanding policy
for modifier 26 when billed with labora-
tory services.”

New Modifier 26 Policy
Now it is revising its claims-system edits
so that on Aug. 1, the policy will be applied
consistently. “We only allow modifier 26
for laboratory services (80000 CPT series)
billed with one of the following codes.”

As of this date, Aetna did not return THE
DARK REPORT’S request for comment.

Vachette Pathology President Michelle
Matney explained that, in late June,
Vachette and its client labs learned that
Aetna was rewriting the payment policy
regarding the use of modifier 26. “They’ve
outlined the very specific CPT codes that
will be recognized and paid, which is obvi-
ously a significant shift,” she said.

While the shift is significant, it’s dif-
ficult to estimate how much of an effect
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the change will have on clinical labs. “We
have one group that’s going to lose about
$1,000 to $2,000 in revenue each month,
and that amount will add up over the
year,” Matney commented. “On the other
end of the spectrum, we have a group that
has Aetna as one of its major payers, and
they stand to lose almost $300,000 annu-
ally from this change.

Aetna Is Big Payer in Texas
“That second group happens to be in Texas
where the Texas Society of Pathologists
is very strong,” she added. “And the soci-
ety in Texas is already working with Aetna
to see if they can eliminate some of the
loss that their member groups there will
feel from this change. That’s significant
because Aetna is a big payer in Texas.”

Estimating the effect of the change also
is difficult because the policies regarding
payment for the professional component
for clinical pathology tests vary widely
among the nation’s health insurers,
Matney explained. “Cigna pays for the
professional component for clinical lab
tests, for instance, but UnitedHealthcare
does not. In fact, Cigna will negotiate a
rate for out-of-network labs.”

The change affects all CPT codes from
80000 to 87999 when the 26 modifier is
applied, Matney explained. “Aetna will
no longer pay for clinical lab tests with
a 26 modifier regardless of whether the
lab is in network or out of network,” she
said. “If a lab has a contract with Aetna
that says the insurer will pay for testing
using these codes and the 26 modifier,
that contract language might not survive
this change.

“If that language is in a pathology
group’s Aetna contract, the group might
have to go back to the bargaining table
to try to pick up some of the revenue
that would be lost with this change,”
she added. “At the same time, the lab’s
anatomical codes will be paid because
Aetna said very specifically in its letter
that claims for the 106 AP codes with a 26
modifier will be recognized.”

This change comes as Anthem also is
making changes in the way it pays for
clinical and anatomic pathology testing,
Mitchell added. (See “Anthem Rolling Out
More Anatomic Path Price Cuts,” pages 3-7.)

“But unlike the Anthem issue, where
the changes to the fee schedule vary by
state, Aetna is making an across-the-
board change and will no longer pay
for these services effective in about four
weeks,” he said.

“The exact impact of eliminating pay-
ments for these services will vary depend-
ing on a group’s overall Aetna volume
and whether or not they were already
precluded from billing for these services
due to contract language,” he added. “But
this is just another example of a reve-
nue stream being cut off as pathologists
and labs continue to operate under the
financial constraints implemented under
PAMA.” PAMA is the Protecting Access
to Medicare Act of 2014.

Unclosed for Nearly 15 Years
“We should note that Aetna let this loop-
hole remain unclosed for nearly 15 years,”
Matney commented. “Essentially, this
change is the same one Aetna announced
in about 2005 or 2006. I've done this work
for many years and I remember when Aetna
made a similar announcement then.

“At the time, Aetna sent out a letter
saying it would not pay for these types of
services and it would update their claims
processing systems to reflect that change,”
she added. “Since then, this policy has not
been enforced widely, and it seemed to go
away for a while.

“But now the letter from Aetna clearly
states that the issue resulted from a
claims-processing system error and it is
closing that door now by not paying for
any of those codes,” said Matney. 'TIDER

—Joseph Burns

Contact Michelle Matney at 517-486-0389
or mmatney@vachettepathology.com;
Alex Mitchell at amitchell@vachettepa-
thology.com.
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Four Insurers, Quest
Developing Blockchain

Synaptic Health Alliance now using blockchain to
improve accuracy of provider databases, directories

»» CEO0 SUMMARY: Organizations developing blockchain tech-
nology say it is a tamper-proof method of sharing data across
networks and among providers, health insurers, and health sys-
tems. The Synaptic Health Alliance includes four of the largest
health insurers, a health network, and Quest Diagnostics. Its first
project, now in its second year, will use blockchain to create a
common provider database that each collaborator can use to
produce and keep provider directories up-to-date.

LOCKCHAIN IS A NEW TECHNOLOGY
Bthat promises significant benefits if it

can be successfully adapted to com-
mercial purposes in the clinical laboratory
industry. In healthcare, a collaboration of
health insurers, Quest Diagnostics, and
others is exploring ways that blockchain
can improve how provider data is col-
lected, shared, and used.

Two years ago, health insurers United-
Healthcare, Humana, MultiPlan, and
Optum, and the clinical lab company
Quest Diagnostics, agreed to form the
Synaptic Health Alliance to assess the
feasibility of using blockchain to share
data on healthcare providers. Since then,
Aetna and the health system Ascension
have joined the alliance.

Time-Stamped, Tamper-Proof
Blockchain is a time-stamped and tam-
per-proof log of activity that labs, other
healthcare providers, and health insurers
can share across a network of computers.
Any tamper-proof technology is attrac-
tive to clinical laboratories, health sys-
tems, and health insurers to transmit data
quickly and securely and to help prevent

the data breaches four of the nation’s
largest labs discovered earlier this year.
(See pages 13-16.)

Synaptic Health Alliance’s first effort is
to find ways to use blockchain’s data-col-
lection technology to fix errors in pro-
vider directories and to cut the cost of
keeping such data up to date.

“The Synaptic Health Alliance is a coa-
lition of healthcare leaders who are col-
laborating to solve some of the industry’s
toughest problems around the emerging
technology called blockchain,” explained
Brian LaPenna, Quest’s Vice President of
Software Engineering and Design.

“Our first project was announced in
April 2018 when the alliance started to
tackle some of the high costs of healthcare
provider data management,” he said. “We
wanted to test the premise that admin-
istrative costs and data quality can be
improved by sharing provider data among
alliance members. We also wanted to
know if changes the different parties made
across the blockchain would facilitate the
distribution of more accurate data.”

Clinical labs and pathology groups
know the challenges health insurers face
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in keeping their provider directories up
to date. Beneficiaries use these directories
when choosing physicians, hospitals, and
other healthcare providers.

Inaccurate directories can lead to
surprise medical bills and other out-of-
network charges for consumers who are
confused when choosing providers from
out-of-date directories. When consumers
complain about such charges, state and
federal legislators pass laws to prevent
such problems.

“In this first pilot project involving
a database of providers, we deployed a
secure, decentralized, multi-cloud, and
multi-enterprise blockchain network,”
explained LaPenna. “We found there were
immediate benefits in identifying inactive
locations and mismatched addresses in
shared provider directories.

“That was the main focus of that initial
pilot project,” he noted “These findings
showed that the alliance can do more
work with provider directories in future
phases of the project. In that way, we
proved that we could have very good suc-
cess using blockchain. Thus, the next step
is to expand how it is used.”

Labs Typically First to Know
A focus on provider locations is important
because clinical laboratories and patholo-
gists are usually the first to know when a
doctor or other provider opens a new office
or moves from one location to another.

When a doctor sees his or her first
patients, a lab test order almost always
results. Therefore, labs are well positioned
to help health insurers solve the problem
of inaccuracies in provider directories.

“When you think about what hap-
pens when physicians or other medical
professionals change their addresses, they
also may change what health system or
health insurer they’re affiliated with,” said
LaPenna. “That information requires an
update in the provider networks.

“Because labs can see that information
and share it with health insurers, we can

ensure that updates to the provider data-
base are being made,” he noted. “In that
way, insurers and health systems will have
accurate information for their provider
directories.”

To identify incorrect data, members
of the alliance are sharing their directories
and using blockchain to identify anoma-
lies and other issues.

Matching Information

“When sharing their own directory infor-
mation, members of the alliance can look
to match the information each member
has with the information that comes from
other members,” stated LaPenna. “We’re
trying to find either a positive or a neg-
ative match. The more positive matches
we have, the greater the likelihood that we
have accurate data.

“The reason we started with direc-
tory information (names, specialties,
addresses, and phone numbers) is that it’s
easier to confirm that type of information
than it is to confirm each patient’s or
each physician’s information,” LaPenna
explained. “From there, we’ll proceed to
sharing other forms of data.”

Sharing similar directory information
among different health insurers and dif-
ferent provider organizations requires all
companies sharing the data do so using the
same format. To understand the problem,
LaPenna suggested that sharing data can
be foiled if similar data are entered ran-
domly. When shared data are entered into
matching fields, then those processing the
shared information can proceed smoothly.

Sharing Information

“As long as the information is shared con-
sistently so that mapping of the various
fields can happen easily, then the indi-
viduals viewing that information among
the different members of the alliance
can share that data within their systems
appropriately and will not need to manip-
ulate or massage the data before or after
sharing it,” LaPenna commented.
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How Blockchain Works and How It Could Be

Useful in Healthcare for Clinical Laboratories

LOCKCHAIN TECHNOLOGY was among the

technologies the inventors of Bitcoin
used in 2009 when developing the world’s
first open-source cryptocurrency.

For a definition of blockchain, the web-

site TechTerms.com says the following:

Each transaction added to a block-
chain is validated by multiple computers
on the Internet. These systems—which
are configured to monitor specific types
of blockchain transactions—form a peer-
to-peer network. They work together to
ensure each transaction is valid before it
is added to the blockchain. This decen-
tralized network of computers ensures a
single system cannot add invalid blocks
to the chain.

When a new block is added to a
blockchain, it is linked to the pre-
vious block using a cryptographic
hash generated from the contents of
the previous block. This ensures the
chain is never broken and that each
block is permanently recorded. It is
also intentionally difficult to alter past
transactions in blockchain since all the
subsequent blocks must be altered
first [by other computers on the peer-
to-peer network].

In healthcare, blockchain is a new
and relatively untested technology. It may
have value in preventing data breaches of
consumer’s protected health information
or to limit what hackers can get when they
launch attacks on healthcare providers’
information systems.

In December, the alliance said in a
news release, “Following its initial launch
in April, Synaptic Health Alliance is
deploying a multi-company, multi-site,
permissioned blockchain.”

Permissioned Blockchain
In a report, the alliance said the choice
to use a permissioned blockchain rather
than an anonymous one is crucial to the
alliance’s success. Permissioned block-
chains have a higher level of control over
access to the blockchain.

The members of the Synaptic Health
Alliance can deploy blockchain nodes
based on their individual requirements.
Some members can deploy their nodes
within their own data centers, while oth-
ers are using secure public cloud ser-
vices, the alliance said. Such flexibility is
a key to growing the alliance’s blockchain
network, it added.

For clinical laboratories considering
how they can use blockchain, LaPenna
advised lab directors and pathologists to
become aware of how blockchain is being
evaluated today. “Clinical lab directors or
pathologists should ask how their part-
ners in healthcare are innovating and
preparing for the future regarding block-
chain,” he said. “They should ask how it
can be applied effectively and what spe-
cific problems it can solve for them.

“The first questions to ask are: What
are the specific benefits of blockchain in
the healthcare environment and what is its
potential for improving member and pro-

vider information,” suggested LaPenna.
“Also, of course, is the important ques-
tion of how can we use blockchain to
remove costs from the healthcare system?
That’s paramount, and blockchain has the
potential to help do that.”

Clinical lab administrators and pathol-
ogists should use this intelligence briefing
as a trigger to do two things. First, is to
contact payers about their plans to use
blockchain. Second, is to develop a block-
chain strategy for their lab. TR

—Joseph Burns
Contact Brian LaPenna at 866-697-8378 or
Brian.F.LaPenna@questdiagnostics.com.
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Labs Should Heed Lessons
from Huge Data Breach

PHI of 20 million patients from four of nation’s
largest clinical lab companies was compromised

»» CEO SUMMARY: Following news last month about the biggest
breach of personal health information in the clinical lab industry,
lawyers representing some of the affected patients filed at least
12 class action lawsuits. Federal officials and attorneys general in
multiple states also launched investigations. The breach occurred
when hackers gained access to the data systems of a bill-collector
vendor used by the four lab companies. An attorney advised clini-
cal labs to review how they and their vendors handle PHI.

MILLION PATIENTS of four of the

nation’s largest laboratory compa-
nies are classic examples of why health-
care providers need to monitor the work
vendors do on their behalf.

In June, these clinical laboratory com-
panies reported breaches of personal
health information (PHI):

« BioReference Laboratories (a subsidi-
ary of Opko Health),

« Laboratory Corporation of America,
o Quest Diagnostics, and

o Sunrise Laboratories (a division of
Sonic Healthcare USA).

The laboratory companies had sent
patients’ data to the American Medical
Collection Agency (AMCA), a medical
bill and debt collector in Elmsford, N.Y.
These labs were among AMCA’s largest
clients, according to published reports.
Within days of the announcement of the
breach, AMCA filed for protection under
Chapter 11 of the U.S. Bankruptcy laws.
(See “BRLI, LabCorp, Quest Disclose Data
Breaches of 20M Patients,” TDR, June 10,
2019.)

DATA BREACHES AFFECTING TWENTY

In its filing with the U.S. Bankruptcy
Court for the Southern District of New
York, AMCA said its data were hacked
over seven months from about Aug. 1,
2018, to March 30 of this year. The hack-
ers stole patients’ records from the four
lab clients, plus CareCentrix (a home care
provider).

In June, attorneys general in at least six
states—Connecticut, Illinois, Michigan,
Minnesota, North Carolina, and New

York—said they were investigating the
breach.

Stolen Data Offered for Sale
Hackers collected patients’ names, Social
Security numbers, addresses, dates of
birth, and payment card information, all
of which was later advertised for sale in
underground web forums, according to
reporting by Charlie Osborne of ZD Net.

To help lab managers and pathologists
understand their lab’s responsibilities to
safeguard patients’ PHI under federal and
state laws, THE DARK REPORT interviewed
James Giszczak, an attorney and co-chair
of the Data Privacy and Cybersecurity
Group, at McDonald Hopkins.
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“One important lesson from this data
breach is how critical it is for clinical labs
and pathology groups to be proactive
in making sure they review their ven-
dor agreements,” said Giszczak. “In that
review, labs need to know the specific
measures each vendor is taking to protect
the information the lab is providing to
their vendors.”

Under the Health Insurance Portability
and Accountability Act (HIPAA) of 1996,
healthcare providers may be liable for
damages when a vendor’s systems are
breached.

“When a lab’s vendor has some type
of breach, the lab entity that provided
the compromised information could have
some liability related to the breach, he
explained. “That’s why every lab should be
proactive and do a review to understand
each vendor’s policies, procedures, train-
ing, and response in the event of a breach.

“Because your lab needs to know how a
vendor will respond to a data security inci-
dent, and importantly, how quickly it will
respond, it’s critical for lab officials to review
the contracts they have with vendors that
acquire, or have access to, PHI,” he added.

Delay in Notification
“One issue in the AMCA breach is that
the incident started in 2018 and the lab
companies weren’'t notified until June
of this year,” Giszczak said. “This delay,
however, could be attributed to a thor-
ough forensic investigation or even a law
enforcement hold.”

The labs now face class-action lawsuits
from patients who were not informed of
the breach until recently. But, of course,
the labs may have faced class-action
lawsuits regardless of when they were
informed of the breach. (See sidebar,
“After Data Breach, Firm Files Bankruptcy
Action,” on page 15.)

“If a vendor has any type of data inci-
dent involving PHI, your lab needs to be
notified quickly, efficiently, and appropri-
ately—typically within 24 to 48 hours,”
noted Giszczak. “Although a data incident

is not necessarily a data breach, you want
to be informed quickly so that you can
conduct the appropriate and timely anal-
ysis to make that determination.

“That vendor may still be working
to determine whether the incident was
a breach and not an incursion,” he said.
“But does your lab want the vendor to
make that decision, or do you want to be
involved in making that decision? Ideally,
you want to understand the facts of what’s
going on and make your own decision.

Vendor Compliance

“Two other important steps include,
ensuring that your vendor has appropri-
ate insurance policies in place that cover
PHI breaches, and confirming that vendors
comply with laws governing the protection
of patients’ information,” he reccommended.
“To do that, every lab needs to ensure that
all critical provisions are covered in each
contract it has with each vendor.

“By being prepared, labs can save them-
selves many headaches,” Giszczak noted.
“Ultimately, these proactive steps may help
laboratories save time, money, and costly
bad publicity.

“Over the years, hackers have become
more sophisticated and their attacks have
become harder to detect,” he added. “In
addition, even when an organization
detects an intrusion into its systems, there
may be reasons that could prevent the
vendor from notifying the public or its
business partners.

“Take the example of a law enforce-
ment investigation,” he said. “The investi-
gators may order your lab’s vendor not to
disclose anything until law enforcement
gathers the appropriate evidence or infor-
mation it needs.

“Other times, a vendor may be unaware
that the attack happened. Or the vendor
may be aware that an attack happened, but
may not be sure if any data was accessed,”
stated Giszczak. “Thus, while it may appear
on its face that there was a delay in the
vendor notifying your lab, there may be
legitimate reasons for a delay.”
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State laws are another factor that every
clinical lab and pathology group must
consider. “Some state legislatures have
passed laws expanding what constitutes
personally identifiable information,” he
commented. “In those states, when a lab
has a data incident, officials will consider
more types of information as person-
ally identifiable information that require
heightened protection and may also
require notification to individuals and
regulators if it is compromised.

“Some states are saying, for example,
that information such as usernames and
passwords are covered under data-pro-
tection laws,” Giszczak said. “Such laws
increase the regulatory burden on all
companies, including labs.”

In May, for example, New Jersey Gov.
Phil Murphy signed a bill into law to
expand the definition of personal infor-
mation if a breach involves a username or
password, he said.

New Jersey’s Law

“Previously, New Jersey had defined per-
sonal information to include an individ-
ual’s first and last name, along with any
of the following data elements: Social
Security number; driver’s license num-
ber or state identification number; or
account number or credit card number in
combination with any required security
code, access code, or password that would
permit access to an individual’s financial
account,” Giszczak wrote in an alert to
McDonald Hopkins clients.

Quest Diagnostics is based in New
Jersey and Sunrise Medical Laboratories
has a patient service center in New Jersey,
and so could be affected if this law were in
effect before the breach. The law will not be
effective until Sept. 1, added Giszczak.

“This updated New Jersey law amends
the definition of personal information to
include an individual’s user name, email
address, or any other account holder
identifying information, in combination
with any password or security question
and answer that would permit access to an
online account,” Giszczak said.

After Data Breach, Firm
Filed Bankruptcy Action

OLLOWING THE DISCLOSURE that hack-

ers had stolen the personal health
information of 20 million patients from
a bill-collector vendor for four lab com-
panies, the vendor filed a bankruptcy
action.

In a petition filed June 17 in the
U.S. Bankruptcy Court for the Southern
District of New York, the parent company
of American Medical Collection Agency
(AMCA) sought relief under Chapter 11 of
the Bankruptcy Code. Russell H. Fuchs,
founder and CEO of AMCA’s parent com-
pany, Retrieval-Masters Creditors Bureau,
said AMCA learned of the breach in March.

AMCA's petition said it received a series
of notices from credit card companies sug-
gesting “that a disproportionate number of
credit cards that at some point had inter-
acted with the debtor's web portal were
later associated with fraudulent charges.”
Such notices could indicate that hackers
had tried to use stolen credit card and cus-
tomer data. At that point, AMCA shut down
its patient payment portal, said AMCA.

“Almost immediately upon learning
of the breach, LabCorp unqualifiedly and
indefinitely terminated its relationship with
the debtor [AMCA],” the petition said.
“Soon after, Quest Diagnostics, Conduent
Inc., and CareCentrix Inc. which together
with LabCorp were the debtor’s four largest
clients, stopped sending new work to the
debtor, and all terminated or substantially
curtailed their business relationships with
the debtor.”

“Other states have either passed or
are considering similar laws,” he added.
“So, it is important for lab companies that
operate in multiple states or that have
vendors operating in other states to be
aware of these laws.” TR

—Joseph Burns
Contact James Giszczak at 248-220-1354
or jgiszczak@mcdonaldhopkins.com.
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AP Practices Cautioned
to Focus on Expenses

Anatomic pathologists often pay close attention
to revenue while ignoring their group’s spending

»»CEO0 SUMMARY: Reviewing an AP practice’s expenses is
vitally important today when payers are cutting reimbursement.
In the past, government and private payers paid more for the
technical and professional components of anatomic pathology
work, but those rates have eroded. While conversations about
revenue tend to obscure the need to talk about expenses, effec-
tive financial management is not solely about revenue because
every dollar cut from spending will increase net income.

THIRD IN A SERIES

HYSICIANS IN PRIVATE PATHOLOGY
PGROUPS often complain that they

work harder today than they have in
the past and yet they get paid less, observed
Al Sirmon, a founder (along with Chappy
Manning, RN, CPC, CPMA) of Pathology
Practice Advisors in Columbia, S.C.

As a consultant to anatomic pathology
practices, Sirmon hears this complaint
whenever the conversation turns to pay-
ment for AP services, in part because it’s
mostly true. Payment for common AP
codes have declined in recent years. Yet
there are strategies anatomic pathologists
can employ to ease the financial pain.

“When I consult with AP practices, I
emphasize the importance of giving equal
attention to both income and expenses,”
Sirmon said. “It’s natural to want to spend
time talking about ways to increase reve-
nue. That’s because reviewing expenses is
not as glamorous as looking at revenue.

“Nonetheless, it’s critically important
today, in part because you can also boost
profit by reducing expenses,” he com-
mented. “Before 2012, for example, pathol-
ogists used to get $60 for the technical

component of a CPT 88305, a surgical
pathology procedure. That $60 was enough
to cover a lab’s costs easily. Then, almost
overnight, most payers cut that payment
to $30, thus making it imperative to look at
cost and ways to reduce expenses.

Cost to Provide Services
“Effective financial management is not
solely about the revenue a pathology group
generates. It’s also about the group’s cost to
provide its services,” observed Sirmon.

“Assume the group admitted a new
partner last year by promoting an associate
physician to partner,” he noted. “The associ-
ate thus went from a lower-paid position to
a higher-paying job. That factor alone could
explain why pathologists in this group feel
as if they work harder and get paid less.

“The expense side of the pathology
practice plays a major role in how much
income is available for pathologist com-
pensation,” he continued. “Groups should
look at all types of expenses that make up
the expense section of the income-and-
expense statement.

“The income-and-expense statement
allows an AP group to compare what
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it spends for certain services against the
revenue generated from those services,” he
said. “Doing so allows pathologists to iden-
tify which services generate the most profit
and which services fail to generate enough
revenue to cover their associated costs.”

In the first two articles in this series,
Sirmon outlined the steps anatomic pathol-
ogists can take toidentify potential sources of
new revenue. (See, “AP Groups Can Protect
Revenue, Pathologist Compensation,” TDR,
April 8, and “Improve Your AP Group’s
Financial Performance,” TDR, April 29.)

In this installment, he outlined how
practices can manage expenses more
effectively. “When a pathology practice
examines its expenses, it should use a
classified income statement,” said Sirmon.
“This is a critical step for any group’s
financial analysis as every dollar cut from
the expense side drops directly to the bot-
tom line and shows up as an increase in
net income. It’s not an increase in revenue
but it serves the same purpose.”

A classified income statement is usu-
ally more condensed than an unclassified
income statement, but it is more meaning-
ful than an unclassified income statement
that simply lists the expenses alphabeti-
cally. (See sidebar, “Why Pathology Groups
Should Classify Their Expenses,” page 18.)

Major Expense Categories
“On a classified-income statement, we
classify expenses into the following major
categories: cost of goods sold (technical
component); selling, general and admin-
istrative expense; and physician expenses.

“The cost of goods sold is the cost to
produce a slide,” he noted. “This number
includes the cost of equipment and stains
and any staff who prepare slides for the
technical component.

“We also have expenses classified as,
selling, general, and administrative (or
SG&A),” he continued. “Cost of goods
sold and selling, general, and administra-
tive, are those expenses incurred before
the group pays its physicians, which is
classified as physician expense.

“When preparing a classified-income
statement, experience has taught me that
one of the most important costs are the
salaries and benefits of the technicians,”
he said. “Those costs, together with the
cost of the stains and the slides, go into
the section ‘cost of goods sold.” In this
section, the pathology group collects all
costs related to preparing slides.

Buying Slides from Hospital
“Some pathologists work in hospital labs
where they don’t own the equipment
and they don’t make their own slides,”
Sirmon commented. “Instead, they buy
those slides from the hospital for their
outreach work. We include those costs
as purchased services, which is included
in the cost-of-goods-sold section on the
expense side of the financial reports.

“Often, it’s useful for pathologists who
work in hospitals where they buy the slides
from the hospital for their outreach work
to perform a make-versus-buy analysis,”
he noted. “In this exercise, the pathology
group compares what it pays for the slides
the hospital histology lab produces with
the costs the pathology group would incur
if it established a free-standing histology
lab outside of the hospital and made its
slides there.

“Many groups we work with have
their own independent labs,” Sirmon
commented. “These labs hire their own
histotechs, they own the equipment, and
prepare the slides themselves.

“Costs incurred on those short histol-
ogy production lines are high,” he said.
“Many AP groups today use IHC stains,
some of which are very expensive. In
addition, histotechs who prepare those
slides are high-priced staff.

Slide Production Costs
“One way to understand the cost of pro-
ducing a slide is to look at the actual
costs from the ground up,” Sirmon added.
“What does the blank slide itself cost?
What do the stains cost? How much time
does it take to prepare a slide?
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“Analyzing costs this way is the typical
method, but there is a better way,” he sug-
gested. “It is best to look at what the group
actually spent to produce slides in a year.
Then compute the average cost per slide.

“For example, it doesn’t matter how
much stain is used per slide if that inven-
tory of stains sits on a shelf and expires,”
Sirmon reasoned. “It’s much better to
look at the total cost over the year that
the group spent on supplies and labor and
compute the average total cost.

“Actual costs will include all stains—
even those that were not used and are still
in inventory,” he said.

“Also, be aware that often pathology
costs in a hospital lab may get blended
in with the hospital’s costs to run the
clinical lab, or they might be included in
the microbiology lab’s costs,” he noted.
“Those numbers need to be separated
from the AP costs.

Identifying Each Cost
“It’s important to know exactly which
costs the group incurs for the work it pro-
duces,” noted Sirmon. “We categorize all
expenses and total those numbers. Total
cost of goods sold and selling general and
administrative expenses are subtracted
from revenue to give us the income before
physician expense. This is the number that
the physician-partners will split.

“Once a pathology group has this clas-
sified income and expense statement, we
recommend that it classify income and
expenses into departments,” he contin-
ued. “Every AP practice should have at
least two departments: one for hospital
patients and one for outreach. With those
numbers, it’s easy for the pathology group
to compare the income to expense by each
department.

“A final recommendation is for the
pathology group to do a detailed com-
parison of its hospital income versus its
outreach income,” advised Sirmon. “We
make this suggestion because a pathol-
ogy group’s outreach program typically
requires the additional payroll costs of

Why Pathology Groups Need
to Classify Their Expenses

ONCE AN ANATOMIC PATHOLOGY PRACTICE has

categorized all of its expenses, the next

step is to match them to their correspond-

ing revenue centers, said Al Sirmon of

Pathology Practice Advisors. “Every AP

group has three big revenue centers:

1) Histology (88300 through 88309
codes),

2) Special stains (88312 and 88313),

3) IHC stains.

“By matching expenses to income,
the AP group can understand the level of
profitability of each revenue center, Sirmon
explained. “To match expenses to revenue,
the group should take the cost of special
stains and compare that number to the
revenue paid to the group for CPT codes
88312 and 88313 for the year.

“Next, the group does the same for IHC
stains,” he added. “These steps are import-
ant because one or more of the group’s
payers may not pay much for IHC stains.
It is also good financial practice for the
group to break out its expenses by cases,
by blocks, and by other CPT codes.

“Once the group knows its costs to
produce each service it delivers, it can
either cut those costs, if possible, or ask
insurers to cover more of those costs,
if necessary,” he said. “If this analysis is
never done, the group may never know
which services do well—meaning they
generate a healthy profit—and which do
poorly—meaning this service is losing
money or barely breaking even.”

sales people and the client service person-
nel who talk to referring physicians, plus
other costs. All of that adds to the expense
of doing outreach work, but not when
serving inpatients.” TR
—Joseph Burns
Contact Al Sirmon at 843-319-0605 or
al@pathologypracticeadvisors.com; and
Chappy Manning at 803-553-8717 or
chappy@pathologypracticeadvisors.com.
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INTELLIGENCE

In Houston, news out-
lets report that MD
Anderson Cancer Cen-

ter was cited for serious
deficiencies and the poten-
tial for patient harm, follow-
ing inspections by officials
from the federal Centers for
Medicare and Medicaid Ser-
vices (CMS) and the Texas
Department of State Health
Services. After an adverse
patient event involving trans-
fusion services that occurred
in December, 2018, the
hospital notified CMS. The
inspections resulted from that
notice. The Houston Chronicle
reported, “The state and fed-
eral investigations revealed
serious problems related to
nursing care, laboratory ser-
vices, patient rights, quality
assurance and performance
issues, and institutional over-
sight” THE DARK REPORT will
provide additional informa-
tion about this ongoing story
in future issues.

>»>»

ACCUMEN ACQUIRES
HALFPENNY

On June 17, Accumen Inc.
of San Diego, announced the
acquisition of Halfpenny
Technologies Inc., of Blue
Bell, Pa. Halfpenny provides
a range of connectivity and
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other services for clinical labo- | President of the Ameri-

ratories, physicians, hospitals,
health insurers, and others.
Halfpenny was founded in
2000 by Charles Halfpenny,
who is expected to continue
with the company following its
acquisition by Accumen.

»>»
TRANSITIONS

o LabCorp of Burlington,
N.C., announced that David
P. King would retire on Nov.
1 from his current role as
President and CEO. He will
continue to serve as Executive
Chairman of LabCorp’s Board
of Directors. Before joining
LabCorp in 2001, King was
an attorney with Hogan &
Hartson and an Assistant U.S.
Attorney with the Depart-
ment of Justice.

o Adam H. Schechter will
become LabCorp’s new Pres-
ident and CEOQ, effective Nov.
1. Schechter has served on
LabCorp's Board of Directors
since 2013. He currently holds
a senior executive position at
Merck & Co., where he has
worked for the past 30 years.

o Veravas, Inc., of Charles-
ton, S.C., named Carmen
Wiley, PhD, as its Chief Clin-
ical Officer. Wiley is currently

can Association of Clinical
Chemistry. She has held posi-
tions at Roche Diagnostics,
PAML, and Marshfield Clinic.

o Puneet Sarin is the new
Worldwide President for BD
Biosciences, effective June 17.
He formerly worked at Beck-
man Coulter, Leica Biosys-
tems, and GE Healthcare.

Clinical Laboratory and Pathology
News/Trends

DARK DAILY UPDATE

Have you caught the latest
e-briefings from DARK Daily?
If so, then you’d know about...

..how use of a text-based
appointment reminder system
cut patient no-show rates by
one-third at Californias larg-
est physician-owned medical
practice in Riverside. Use of
text reminders could increase
the number of patients with
a test request who come to
patient service centers to pro-
vide lab specimens.

You can get the free DARK
Daily e-briefings by signing up
at www.darkdaily.com.

That’s all the insider intelligence for this report.
Look for the next briefing on Monday, July 22, 2019.



Lab Quality Confab
PROCESS IMPROVEMENT INSTITUTE

Pursuing Excellence in Continuous Improvement

October 15-16, 2019
Hyatt Regency Hotel - Atlanta, Georgia

New this year:
Proven steps to offset PAMA revenue losses

with smart cost-cutting while boosting productivity
of automation, analyz:lars and staff performance
plus...
Sessions on how your lab team can add value
and generate new streams of lab revenue!

It’s everything about quality and management
in clinical laboratories and pathology groups!

For updates and program details,
visit www.labqualityconfab.com

UPCOMING...

D2 More Insights from Pathologists Who Authored JAMA Study
about the 17% Decline in U.S. Pathologists Since 2007.

DD Lessons from a Health System Lab’s 10-Year Journey
to Build Profitable Outreach Business and Show Value.

> New Breakthroughs in Population Health Management:
What All Labs Need to Know about Smart Use of Lab Data.

For more information, visit:
> >»
www.darkreport.com

Sign Up for our FREE News Service!

Delivered directly to your desktop,
DARK Daily is news, analysis, and more.

Visit www.darkdaily.com




