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Why Ransomware Attacks Are a Threat to Your Lab
Have you and your lab management team noticed the major shift 
in cybercrime that targets healthcare providers, including clinical laboratories 
and pathology groups? For years, cybercrime was primarily security breaches 
involving the theft of patients’ protected health information (PHI). This is no 
longer the case. 

Today, a growing proportion of cybercrime involves ransomware attacks. 
Whereas a cyberattack in past years represented the theft of patient PHI, 
today, the most frequent type of cyberattack is a complete shutdown of the 
targeted lab’s information systems, followed immediately by a demand that 
the victimized lab pay ransom in order to regain access to its systems and its 
patient data that was stored in electronic health record (EHR) systems and 
laboratory information systems (LIS). 

This is one reason why a federal agency just issued a draft rule on Apr. 4, 
2024, that requires certain organizations: 1) To report a cyberattack within 
72 hours; and, 2) To report ransom payments associated with a cyberattack 
within 24 hours.

Once again, your team at The Dark Report is first to alert you to a sig-
nificant development in the lab testing marketplace in a timely fashion. On 
pages 10-14, you will read about this new proposed federal rule, along with 
how the nature of cybercrime has evolved from simple breaches of PHI to 
sophisticated attacks that totally cripple the ability of clinical labs and hospi-
tals to operate, unless a ransom is paid to the cyberthieves. 

Moreover, we are first to inform you that, within the past 60 days, two 
important regional pathology laboratories experienced cyberattacks that 
shut down their operations. Of course, in both cases, the cybercriminals sent 
messages that they would provide the codes needed to restore services if the 
victimized pathology labs would pay the ransom demanded. 

Collectively, these developments argue that lab administrators and pathol-
ogists should make it a priority to assess the current state of their lab’s infor-
mation system security against the ever-improving capabilities of cyberthieves 
to break into those systems. Two expert sources labs can consult as part of this 
effort are their primary LIS vendor and any of the national law firms they 
regularly use. These entities have direct knowledge about the nature of cyber-
attacks directed against their clinical lab and pathology clients.  TDR



The Dark reporT / www.darkreport.com  k 3

THIS PRIVATE PUBLICATION contains restricted and confidential information 
subject to the TERMS OF USAGE on envelope seal, breakage of which 
signifies the reader’s acceptance thereof.

The Dark reporT Intelligence Briefings for Laboratory CEOs, COOs, CFOs, 
and Pathologists are sent 17 times per year by The Dark Group, Inc., 
21806 Briarcliff Drive, Spicewood, Texas, 78669, Voice 1.800.560.6363, Fax 
512.264.0969. (ISSN 1097-2919.) 

R. Lewis Dark, Founder & Publisher. Robert L. Michel, Editor.

SUBSCRIPTION TO The Dark reporT InTellIgence ServIce, which includes 
The Dark reporT plus timely briefings and private teleconferences, is 
$15.27 per week in the US, $15.27 per week in Canada, $16.05 per week 
elsewhere (billed semi-annually).
NO PART of this Intelligence Document may be printed without written per-
mission. Intelligence and information contained in this Report are carefully 
gathered from sources we believe to be reliable, but we cannot guarantee 
the accuracy of all information.
visit: www.darkreport.com • ©The Dark Group, Inc. 2024 • All Rights Reserved

Significant Developments 
Are Shaping Lab Market

kYes! The FDA final LDT rule is the biggest story! 
But labs are also being challenged in multiple ways
kkCEO SUMMARY: With 140 speakers and 1,000+ attendees, 
this year’s Executive War College again provided a comprehen-
sive picture of the specific forces reshaping the U.S. market for 
lab testing services. Presented here is a smorgasbord of infor-
mation and innovation shared by different speakers that describe 
and validate different developments that affect the clinical ser-
vice mix and financial health of labs in coming months.

by Robert L. Michel

It is easy to declare that the big-
gest story for the clinical lab 
industry in 2024 to date is the FDA’s 

release on April 29 of the final rule defin-
ing the agency’s oversight of laboratory 
developed tests (LDTs). 

After all, a majority of labs in the 
United States use LDTs on a daily basis. 
With the FDA final rule taking effect on 
July 5, labs performing LDTs will need to 
understand all the elements in the 528-
page rule and take steps to ensure they are 
in full compliance.

For these reasons, at this year’s 
Executive War College, which took place 
on April 30-May 1, 2024, in New Orleans, 
the FDA LDT rule was the number one 
topic of interest. The timing was fortu-
itous, as the FDA released the final rule on 
Monday, April 29, prior to its publication 
in the Federal Register on May 6.

This gave expert speakers the opportu-
nity to study the language of the final rule 
and share their findings with attendees at 
the Executive War College over the next 
two days. 

But when considering all the forces 
of change now pressuring clinical labora-
tories, genetic testing labs, and anatomic 
pathology groups today, FDA regulation 
of LDTs is just one factor. Other equally 
powerful forces are reshaping the U.S. 
healthcare system in general and the lab 
testing marketplace specifically. 

For example, how health plans reim-
burse genetic test claims is increasingly 
a challenge for clinical labs. Each year, 
genetic testing labs report more difficul-
ties in submitting test claims and getting 
reimbursed for those claims. 

Multiple presentations at the Executive 
War College addressed this situation. 
Knowledgeable speakers pointed out that 
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health plans were unprepared to deal with 
both the rapid increase in the daily vol-
ume of genetic test claims along with the 
explosion in the number of unique genetic 
tests, the majority of which are LDTs.

kGenetic Test Claims
Speakers explained why health plans have 
a double-challenge in dealing with genetic 
test claims. One challenge is how the grow-
ing daily volume of claims overwhelms the 
capacity of payers to accept and process 
these claims. It was also observed by several 
managed care insiders that, throughout the 
past 24 months, the major health insur-
ance corporations reduced staff, often in 
successive waves of layoffs. That meant 
fewer humans to handle the ever-increasing 
number of genetic test claims.

Payers have a second challenge that 
may prove insurmountable. The CPT cod-
ing system has about 400-500 CPT codes 
to cover genetic tests. Yet there are more 
than 160,000 types of genetic tests now 
offered in the United States. 

Consequently, when a payer gets a 
genetic test claim and tries to match the 
function of the specific test with: 1) the 
symptoms and diagnosis provided by the 
doctor; and, 2) the health plan’s coverage 
guideline for this diagnosis, it is unsuc-
cessful because of the failings of the CPT 
coding system in this regard. 

kMolDX and Z-Codes
In response to this second problem, 
Medicare established the MolDX pro-
gram, which requires labs with unique 
genetic tests to apply for a Z-Code. That 
Z-Code provides more detailed informa-
tion to a payer about the genetic test and 
how the test results will help the physician 
with diagnosis and treatment decisions. 

UnitedHealthcare is the first major 
private payer to announce it will require 
genetic test claims for approximately 250 
CPT codes to also include a Z-Code to be 
eligible for reimbursement. Several sessions 
at the Executive War College addressed the 

steps required for a lab to obtain a Z-Code 
for its unique genetic test. These speakers 
also discussed related developments in how 
health plans are using prior authorization 
as well as the steps labs can take to be more 
successful when submitting a genetic test 
for prior authorization.

Of course, artificial intelligence 
(AI) was front and center at this year’s 
Executive War College. It would not be 
an understatement to declare that every 
company at the conference selling to clin-
ical laboratories is incorporating AI in 
some manner in the instruments, automa-
tion, and solutions it sells.

kWhat AI Can and Cannot Do
The challenge for lab managers and 
pathologists is to stay informed and edu-
cated about the different technologies 
vendors are using in their AI offerings. 
To help in that effort, this year’s Executive 
War College put AI front and center at 
one of the plenary sessions, supplemented 
by an optional, one-day AI workshop for 
those lab leaders ready to take a deep dive 
into this subject. 

In fact, one of the most popular ses-
sions was a first for the lab profession. It 
was a topic that deals with what regula-
tions and legal issues are triggered when 
a lab begins using AI in patient care. 
The speaker was pathologist Roger Klein, 
MD, JD, Faculty Fellow, Center for Law, 
Science & Innovations, Arizona State 
University Law. His presentation was 
titled, “Artificial Intelligence: Regulatory 
and other Legal Issues” and it was stand-
ing room only during his talk.

Once a lab administrator gets a basic 
understanding of AI and how it func-
tions in operational and clinical settings, 
there is still another important question to 
answer: when is the right time to acquire 
and deploy AI solutions in my lab? 

If you were to ask any of the Corporate 
Benefactors and Sponsors at this year’s 
Executive War College, almost all of them 
would answer, “The time is now!” 
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The truth of this statement is illus-
trated by the list of the 2024 Corporate 
Benefactors presented in the sidebar at 
right. The only company selling lab auto-
mation or equipment on that list is Leica 
Biosystems, with its offerings in histology 
and pathology. In its educational con-
tributions to the conference agenda, the 
Leica team featured its AI offerings in 
tandem with its lab equipment.

Given everything presented here 
about what was different at the 2024 
Executive War College, in terms of topics, 
trends and sponsor support, there is an 
important insight for those lab executives 
and pathologists responsible for strategy 
at their respective labs. 

That insight, to paraphrase an old 
saying, is “the lab instrumentation and 
automation king is dead! Long Live Big 
Data and the AI king!”

My working theory is that today’s 
generation of lab automation and instru-
ments is mature. Stated differently, when 
labs want to buy, for example, core lab 
automation for chemistry, immunoassay, 
and hematology, the total lab automation 
(TLA) solutions offered all have compara-
ble functions and performance. 

kAutomation at Mature Stage?
This means the biggest IVD manufac-
turers don’t have clear differentiation in 
their respective products today, compared 
to earlier generations of TLA products 
following their market entrance in the 
mid-1990s. Assuming that statement is 
accurate, it could be why the major IVD 
manufacturers are not major sponsors at 
a lab management conference attended by 
more than 1,000 senior executives from 
the nation’s largest lab organizations. 

At the same time, the major sponsors 
at this same conference are offering solu-
tions that help labs take data and convert it 
into valuable information. You can decide 
if this is incontrovertible evidence that the 
clinical laboratory profession is now in the 
Age of Big Data and AI! TDR

Shift in EWC Sponsors  
from Instruments to IT

Probably the best way to illustrate 
why management of data is now 

a major priority for clinical labs and 
pathology groups is to look at the com-
panies supporting the 2024 Executive 
War College as Corporate Benefactors, 
the highest level of support.

Until about six years ago, major 
in vitro diagnostics (IVD) manufactur-
ers regularly participated as Corporate 
Benefactors at EWC. These were the 
familar names of Abbott Laboratories, 
Beckman Coulter, Roche Diagnostics, 
Siemens Healthineers, among others. 

This changed about three years ago. 
From that time forward, the Corporate 
Benefactors have been companies that 
help labs generate data, manage data, 
and use that data to automate manual 
processes in every aspect of daily oper-
ations and clinical service delivery. 

This is true of this year’s 13 
Corporate Benefactors at EWC, listed 
below in alphabetical order.

Corporate Benefactors Supporting 
Executive War College 2024

• Clinisys (formerly Sunquest)
• Coronis Health
• Data Innovations (division of Clinisys)
• Ellkay
• Experian Health (formerly Wave)
• Grace Health Technology
• Leica Biosystems (division of Danaher)
• Optum (acquired Change Healthcare)
• Quadax
• Synergen Health
• Telcor
• US HealthTek
• XiFiN

The team at The Dark reporT wishes to 
thank the above 2024 Executive War College 
Corporate Benefactors for their support and 
contributions.
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REGULATORY • COMPLIANCE • LEGAL UPDATE

On April 29, the US Food and 
Drug Administration (FDA) 
announced its final rule on 

oversight of laboratory developed tests 
(LDTs). Most lab leaders oppose FDA 
jurisdiction over LDTs. Now that the rule 
is finalized, many labs want to know how 
it will be implemented. With that in mind, 
the agency presented a webinar on May 14 
that provided an overview and answered 
questions labs had submitted in advance.

The rule, the federal agency said, 
amends “its regulations to make explicit 
that IVDs are devices under the [Federal 
Food, Drug, and Cosmetic Act] includ-
ing when the manufacturer of the IVD 
is a laboratory.” The rule also specifies 
how the FDA will phase out its “general 
enforcement discretion” related to LDTs.

kRegulatory Requirements
Under that policy, the agency “generally 
has not enforced applicable regulatory 
requirements for laboratory developed 
tests,” explained Elizabeth Hillebrenner, 
Associate Director for Scientific and 
Regulatory Programs at the FDA’s Center 
for Devices and Radiological Health. 
This includes “requirements related to 
registration and listing; reporting of 
adverse events to FDA; current good 
manufacturing practices; and premarket 
review of tests by FDA,” she said. 

The new rule, she explained, will 
phase out this policy so that “IVDs manu-
factured by a laboratory will generally fall 
under the same enforcement approach 

as other IVDs.” This will happen in five 
stages beginning on these dates, she stated:
• Stage 1, May 6, 2025: “FDA will expect 

compliance with medical device report-
ing requirements, for correction and 
removal reporting requirements, and 
complaint files.” 

• Stage 2, May 6, 2026: “FDA will expect 
compliance with requirements not cov-
ered during the other stages of the 
phase out policy, including registration 
and listing, labeling requirements, and 
investigational use requirements.” 

• Stage 3, May 6, 2027: “FDA will expect 
compliance with quality system require-
ments not required in earlier stages.” 
These include design controls, purchas-
ing and supplier controls, acceptance 
activities, corrective and preventive 
actions, and requirements related to 
records.

• Stage 4, November 6, 2027: “FDA will 
expect compliance with premarket 
review requirements for high risk IVDs 
offered as LDTs.” 

• Stage 5, May 6, 2028: “FDA will 
expect compliance with premarket 
review requirements for moderate-risk 
and low-risk IVDs offered as LDTs.” 
However, she added that “most low-
risk IVDs are exempt from premarket 
review.”

kEnforcement Discretion
Hillebrenner noted that the new enforce-
ment discretion policy will exempt some 
LDTs, either wholly or in part.

FDA Hosts Webinar to Explain 
Key Issues with Final LDT Rule

After publication in Federal Register on May 6,  
FDA’s LDT rule becomes effective on July 5

Regulatory Updatekk

REGULATORY • COMPLIANCE • LEGAL UPDATE
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The agency, she said, will “generally 
not enforce any applicable requirements,” 
for the following:
• “1976-type” LDTs. These tests have 

characteristics in common with most 
LDTs available in 1976, when Congress 
passed the Medical Device Amendments 
to the Food, Drug & Cosmetic Act and 
FDA began exercising enforcement dis-
cretion. The tests, she said, use manual 
techniques, are performed by labora-
tory personnel with specialized exper-
tise, and use components marketed for 
clinical use.

• Certain Human Leukocyte Antigen 
(HLA) Clinical Laboratory Tests used 
“to perform high complexity histocom-
patibility testing” for organ, stem cell, 
and tissue implantation.

• Forensic tests intended for use in law 
enforcement.

• LDTs manufactured and performed 
within Department of Defense and 
Veterans Health Affairs facilities.

Tests in these categories, Hillebrenner 
said, “are, in our experience, unlikely to 
pose significant risks, or are conducted in 
circumstances that themselves will miti-
gate the risks.”

kCategories of Exempt Tests
In response to comments on the previ-
ously proposed rule, the final rule added 
other categories of tests that will be 
exempted from Stage 4 and Stage 5 pre-
market review requirements. However, 
other requirements still apply. FDA will 
expect compliance with the Stage 1, 2, and 
3 requirements for the following:
• LDTs approved by the New York 

State Department of Health’s Clinical 
Laboratory Evaluation Program.

• Modified versions of existing 510(k) 
cleared or De Novo authorized tests, 
where the modification is minor and 
“does not significantly affect the safety 
or effectiveness of the test,” she said. 
The test can be used only in the lab that 

made the modification, and the FDA 
expects compliance with design con-
trols and other quality system require-
ments, she added. 

FDA will expect compliance with the 
Stage 1 and Stage 2 requirements of the 
following, as well as the Stage 3 records 
requirements, but not other quality sys-
tem requirements specified in Stage 3:
• LDTs “manufactured and performed by 

a laboratory integrated within a health-
care system to meet an unmet need of 
patients receiving care within the same 
healthcare system,” Hillebrenner said. 
One goal of this exception, she noted, 
is to address the challenges of treating 
patients with rare diseases or otherwise 
small patient populations. “We also 
recognize that it can be challenging to 
validate tests for rare diseases or smaller 
patient populations, where it is difficult 
to obtain clinical samples.” 

• LDTs first marketed prior to May 6, 
2024, “as long as they are not modified 
after that date,” she said, or if the mod-
ifications are limited. For example, rou-
tine instrument replacement would be 
allowable as long as it does not change 
the IVD’s operating principle, or indi-
cations for use, or adversely affect per-
formance or safety specifications.

• Certain non-molecular antisera LDTs 
used by blood establishments to deter-
mine transfusion compatibility, “when 
there is no alternative IVD available to 
meet the patient’s need for a compatible 
blood transfusion,” she said. The policy, 
she added, “does not apply to molecular 
tests used for genotyping red blood cell 
antigens.”

One question Hillebrenner fielded 
related to LDTs used by public health lab-
oratories. “The final rule does not provide 
a separate policy for LDTs manufactured 
and offered by public health labs,” she said. 
But she noted that some of the exceptions 
above would apply, such as the exemption 
from premarket review for tests marketed 
prior to May 6, 2024.  TDR
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Both Labcorp, Burlington, 
N.C., and Quest Diagnostics, 
Secaucus, N.J. reported strong 

financial performance during the 
first quarter (Q1) of 2024. Base busi-
ness—diagnostics excluding COVID-19 
testing—jumped about 6% during Q1 as 
compared to base business in Q1 2023. 

Here is an overview of their financial 
results as well as key Q1 accomplishments. 

LABCORP: Grows Q1 Revenue 4.6%; 
Plans Purchase of ‘Select Assets’ 
of Invitae 
Labcorp shared these Q1 2024 financials 
as compared to Q1 2023 during its Q1 
conference call on Apr. 25, 2024: 
• Revenue grew 4.6% to $3.18 billion 

from $3.04 billion.
• Base business increased 6.7%.
• Diagnostics lab revenue was up 4.1% 

to $2.48 billion from $2.38 billion.
• Biopharma lab services revenue 

jumped 7.5% to $710.9 million from 
$661.3 million.

• Volume (measured by requisitions) 
grew 3.4%. 

Labcorp opened its Q1 earnings call 
by announcing its intent to purchase 
select assets of Invitae Corporation, a 
San Francisco-based medical genomics 
company. Labcorp will pay $239 million 
for certain Invitae assets. 

Labcorp expects to make about $275 
million to $300 million in annual revenue 

as a result of the deal, which is expected to 
close in Q3 2024.

“This transaction will advance our 
strategy to launch and scale specialty test-
ing in areas such as oncology rare diseases. 
These are strong assets in important dis-
ease areas and strategically [correspond]
with our focus on specialty testing,” said 
CEO Adam Schechter during the call. 

Invitae, which had a $1.34 billion loss 
in the nine months ending Sept. 30, sold 
its reproductive health assets—including 
carrier screening and non-invasive pre-
natal screening—to Austin-based Natera.

During the conference call with inves-
tors and financial analysts Schechter 
was asked about his company’s per-
spective on the federal Food and Drug 
Administration (FDA) final rule on 
laboratory developed tests (LDTs). He 
answered, saying “The first thing I’d say is 
that Labcorp was supportive of the VALID 
Act, which we thought was the right way 
to provide [Congressional] oversight of 
[how the] FDA [regulated] LDTs.

“We are not supportive of the current 
[draft] rule, although we haven’t seen the 
final rule,” he continued. “We still have 
to see [the final rule] to judge … exactly 
what’s in there. 

“But [what] I worry about most ... 
is speed to market of LDTs,” Shechter 
explained. “[At the same time, the] 
patients who need these LDTs are typically 
smaller groups of patients. Other people 
aren’t necessarily developing [diagnostic] 
tests for them. And they need to test as 
quickly as possible. So, the real question to 

Labcorp, Quest Issue Q1 Earnings, 
Offer Comments on FDA’s LDT Rule
Both clinical lab companies benefited from acquisitions  

of independent lab firms and hospital outreach labs

Lab Market Updatekk
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me is going to be how fast the FDA will be 
able to review the new LDTs and get them 
into the marketplace.”

QUEST DIAGNOSTICS: Boosts Q1 
Revenue 1.5%; Staffing Challenges 
at Hospital Labs Lead to More  
Test Referrals 
During its Q1 earnings call on Apr. 23, 
2024, Quest Diagnostics reported these 
Q1 2024 financial results as compared to 
Q1 2023: 
• Revenue was up 1.5% to $2.37 billion 

from $2.33 billion.
• Diagnostic information services rev-

enue grew 1.7% to $2.29 billion from 
$2.25 billion.

• Base business revenue jumped nearly 
6%.

• Volume (measured by number of req-
uisitions) increased 1.6%.

• Base business volume was up 3.3%. 
Quest’s acquisition of Brooklyn, N.Y.-

based Lenco Diagnostics Laboratories, 
contributed to revenue gains, according 
to CEO James Davis, who spoke during 
an earnings call. “Our M&A pipeline con-
tinues to be robust, and we are making 
progress with several promising opportu-
nities,” he noted.

Davis also said that staff challenges at 
hospital-based labs contributed to growth 
during Q1, especially in reference testing. 

“Hospitals are sending us more refer-
ence testing largely because of our inno-
vation, our quality, and our value. They 
also face persistent challenges with staff-
ing certain roles in specialized fields like 
histology, microbiology, and cytotech-
nology,” he said. “Many hospitals and 
health systems are approaching us with a 
heightened sense of urgency for help with 
their lab strategies. As a result, our pipe-
line of both professional lab services and 
outreach opportunities remains strong.”

Early in the first quarter earnings call, 
Davis commented on the pending release 
of the FDA’s final LDT rule. “We still 
encourage the Administration to with-
draw the proposed rule and engage in 
advancing appropriate legislation that pre-
serves the critical role of laboratory diag-
nostics,” he said.

“We are disappointed that the FDA 
continues to move forward with this reg-
ulation which we believe, if enacted, will 
compromise patient access to critical lab 
testing, slow diagnostic innovation and 
add unnecessary healthcare costs,” Davis 
continued. 

“We also believe that the rule raises 
serious legal issues, including that the FDA 
lacks the statutory authority to unilaterally 
regulate these services,” he added. “While 
we will be prepared to comply with the rule, 
we will continue to work with our trade 
association, ACLA, on potential next steps.”

For lab executives and pathologists 
watching growth in the demand for direct-
to-consumer testing (DTC), this topic was 
discussed during the Quest conference 
call. “Consumer-initiated testing revenues 
grew by double digits, while base business 
revenues nearly doubled as it built on the 
gains we delivered last year from our con-
sumer-facing platform questhealth.com,” 
Davis stated.

“Some of our most popular test cat-
egories included general health panels, 
STDs, and tuberculosis,” he noted. “We 
also continued to expand our test menu, 
such as with our launch of PFAS [per- and 
polyfluoroalkyl substances] testing for 
assessing potential exposure to dangerous 
‘forever chemicals’ and are extending our 
reach through various partners.”

During the call’s Q&A portion, an 
analyst asked about possible impact of the 
Change Healthcare cyberattack on Quest. 
Davis said that less than 2% of Quest’s test 
requisitions “moved through those pipes 
… they’re somewhere between a $15 mil-
lion and $20 million cash impact, but not 
revenue impact,” he said. TDR



The Dark reporT / www.darkreport.com  k 1110 k The Dark reporT / May 20, 2024

REGULATORY • COMPLIANCE • LEGAL UPDATE REGULATORY • COMPLIANCE • LEGAL UPDATE

Rule proposed by the federal Cybersecurity and Infrastructure Security Agency

New CISA Draft Rule Mandates 
Rapid Reporting of Cyberattacks
Last month, federal regulators 

published a new draft rule that 
compels certain healthcare provid-

ers, including many clinical laboratories, 
to report cyberattacks within 72 hours. 

Not surprisingly, the majority of 
lab managers and pathologists remain 
unaware of this proposed rule for speedier 
reporting of cyberattacks to federal offi-
cials because during the same period their 
attention has been focused on the FDA’s 
publication of the final rule on regulation 
of laboratory developed tests (LDTs). (See 
pages 6-7.)

It was the federal Cybersecurity and 
Infrastructure Security Agency (CISA) 

that published this new proposed rule. It 
includes two requirements. One is that 
certain healthcare providers must report 
cyberattacks within 72 hours. The second 
is that covered entities must report ran-
somware payments within 24 hours.

The proposed rule was mandated by 
the Cyber Incident Reporting for Critical 
Infrastructure Act (CIRCIA), which 
Congress passed in 2022. The rule estab-
lishes regulations for implementing the 
statute’s reporting requirements. CISA, an 
agency within the U.S. Dept. of Homeland 
Security, published the proposed rule on 
April 4 and is accepting public comments 
through June 3.

Lab executives and pathologists will 
want to study the proposed rule on the 
reporting of cyberattacks and payment of 
ransom. They have until June 3 to submit 
comments on the proposed rule to CISA. 

There is another reason why clini-
cal labs and anatomic pathology groups 
should want to give closer scrutiny—not 
to just this draft rule—but to the vulner-
ability of their labs to cyber and ransom-
ware attacks. Cybercriminals are attacking 
medical labs with increasing frequency.

In just the last two months, The 
Dark Report has learned of ransom-
ware attacks against two major regional 
anatomic pathology groups. Both attacks 

This proposed rule was announced as 
healthcare providers across the nation were 
dealing with the fallout from the recent 
Change Healthcare ransomware attack. 
However, “this rule doesn’t have anything 
specifically to do with Change Healthcare,” 
said Taylor Sample, JD, an attorney with 
Bass, Berry and Sims in Nashville, Tenn. 
Sample specializes in healthcare fraud and 
abuse as well as data privacy and security.

“The Change Healthcare attack hap-
pened on a large scale, but I think the law 
itself was a reaction to a growing num-
ber of healthcare related and healthcare 
specific cyberattacks,” he said. (See TDR, 
“UnitedHealth Group Faces Department 
of Justice Antitrust Probe,” April 29, 2024.) 

kk CEO SUMMARY: There is another federal rule 
that will require compliance by clinical labs. An 
agency of U.S. Dept. of Homeland Security pub-
lished a draft rule on April 4 that requires certain 
organizations—including hospitals, clinical labs, 
and pathology groups—to report, within 72 hours, 
any cyberattack and the payment of any ransom 
payments associated with a cyberattack. Labs and 
other healthcare providers have until June 3 to sub-
mit comments about the draft rule. Meanwhile the 
number of cyberattacks continues to increase.

caused major disruption to normal testing 
activities and the financial condition of 
the two groups. 

More pathology groups and clinical 
laboratories may be experiencing cyber 
and ransomware attacks. There are many 
sound business reasons why the public is 
not made aware of these attacks. The lack 
of public disclosure about these ransom-
ware attacks against pathology labs makes 
it tough for other lab leaders to under-
stand two key aspects of these attacks. 

First, is the number of labs experienc-
ing a cyberattack increasing? Second, are 
more labs paying ransomware to regain 
access to their systems and their data—
and restore normal cash flow?

The Feb. 21 ransomware attack on 
Change Healthcare, a business unit 
of Optum Health (itself a division of 
UnitedHealth), disrupted hospitals and 
providers across the nation for weeks. The 
cybercriminals blocked large numbers of 
prescription orders and billions of dollars 
in prescription reimbursement. 
kFebruary Cyberattack
“The Change Healthcare attack happened 
on a large scale, but I think [CIRCIA] 
was a reaction to a growing number of 
healthcare related, specific cyberattacks,” 
Sample noted. (See TDR, “UnitedHealth 
Group Faces Department of Justice 
Antitrust Probe,” April 29, 2024.) 
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The rule, according to Sample, aims to 
provide guidance on specifics related to 
the law. “Who would fall under the law? 
What types of incidents would have to 
be reported? This proposed rule helps to 
flesh out the broad strokes,” he noted.

Healthcare is one of 16 “critical infra-
structure sectors” covered by the law, 
Sample explained. “I think the real pur-
pose is to start gathering information and 
allow the federal government to under-
stand trends about cyberattacks,” he said. 

“Currently, if a small critical access 
hospital in a rural county suffers an attack, 
it doesn’t have an obligation to report that 
to the government within 72 hours,” he 
said. “This regulation is meant to get that 
information to CISA in short order so it 
can tell other rural hospitals, ‘Hey, these 
types of attacks are happening,’ and then 
the hospitals can put protections in place 
hopefully to prevent future attacks.”

Under the rule, he said, covered enti-
ties must report “substantial” cyber inci-
dents as well as ransom payments within 
the specified timeframes. As defined in 
the rule, a cyber incident is “an occur-
rence that actually jeopardizes, without 
lawful authority, the integrity, confiden-
tiality, or availability of information on 
an information system, or actually jeopar-
dizes, without lawful authority, an infor-
mation system.”

kReporting Requirements
For example, it could apply if an organi-
zation is subjected to a distributed deni-
al-of-service (DDoS) attack that disrupts 
its operations for an extended period. 
But companies would not be required to 
report a DDoS attack that merely causes a 
website to be inaccessible for a short time, 
or a malware attack that’s successfully 
countered by antivirus software.

The proposed rule notes that HIPAA 
and the HITECH Act breach notification 
rules “are generally focused solely on data 
breaches and do not require reporting of 
other types of cyber incidents.” But those 

rules also give providers much more time 
to report the breaches. 

Not all organizations within the 16 
critical sectors are covered by the rule’s 
disclosure requirements. Most notably, 
it exempts small businesses as defined 
by the Small Business Administration 
(SBA), Sample said. That standard varies 
according to the company’s industrial 
classification: A medical laboratory is 
regarded as a small business if it has less 
than $41.5 million in annual revenue.

kReporting Categories
Within the healthcare sector, the pro-
posed rule also designates specific catego-
ries of organizations that would be subject 
to reporting requirements regardless of 
size. They include hospitals with more 
than 100 beds, as well as “critical access” 
hospitals.

The latter are generally small hospitals 
in rural areas. “They typically have fewer 
than 100 beds, but they’re in an area 
where they are the only outlet for health-
care,” Sample said.

The rule notes that CISA considered 
adding medical laboratories as a sec-
tor-specific category but chose not to do 
so because “a sufficient number of enti-
ties already will be captured under the 
size-based criterion that applies across all 
critical infrastructure sectors.”

However, the rule does specify that 
manufacturers of Class II or Class III 
medical devices would be subject to the 
reporting requirements, even if they qual-
ify as small businesses.

“If an entity manufactures Class II or 
III medical devices, in addition to other 
functions that do not meet one of the 
sector-based criteria, the entire entity is 
the covered entity, and any substantial 
cyber incident experienced by any part 
of the entity would need to be reported, 
regardless of whether the underlying inci-
dent impacted the manufacturing of Class 
II or III medical devices,” the proposed 
rule states.
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Now that the FDA has established 
that laboratory developed tests (LDTs) 
are medical devices under its jurisdiction, 
does this mean that any clinical laboratory 
that employs LDTs would be covered by 
the CISA rule?

kLDTs are Medical Devices
“If the LDTs meet the Class II or III med-
ical device definitions, that would bring 
the labs under the reporting requirements 
according to the current proposed rule, 
even if they are below the SBA threshold 
for revenue,” Sample said. However, Keith 
Lefkowitz, JD, a regulatory compliance 

attorney with Hendershot Cowart P.C. 
in Houston, doubts that this was CISA’s 
intent. “I would expect almost every lab 
to have LDTs,” he said. “LDTs are ubiq-
uitous. When considering if additional  
criteria was needed to cover the labo-
ratory industry, CISA determined that 
a sufficient number of labs would be 
covered under the small business size 
standard.”

He said that he would expect to see 
comments asking CISA to clarify this 
point or provide an additional carve-out. 
On the other hand, he added, clinical 
laboratories should be mindful of the rule 

Cybercrooks Learning to Make More Money 
with Ransomware, Compared to PHI Attack

CCybercriminals are increasing their 
attacks across all industries. These 

threat actors consider healthcare organi-
zations to be a particularly lucrative target 
for ransomware attacks. 

This is true for two reasons. First, 
most healthcare providers—whether they 
be hospitals, clinical labs, or pathology 
groups—are often willing to pay a ransom 
quickly to restore patient services and 
restore cash flow. 

Second, the hackers can make more 
money by selling the patient data cap-
tured during a ransomware attack on 
the Dark Web. Cybercriminals have no 
scruples about collecting ransom from a 
targeted provider—and then also selling 
the hacked protected health information 
(PHI) of the victimized provider’s patients 
to earn a second payday from the same 
cyberattack.

The Dark reporT recommends that all 
clinical laboratories, genetic testing com-
panies, and anatomic pathology groups 
make it a priority to review their organi-
zation’s current cybersecurity status. This 
advice is for several reasons. 

First, although this has not been 
widely reported by national news media, 

the nature of cyberattacks against health-
care providers has changed substantially 
in recent years. Prepandemic, the majority 
of cyberattacks were penetration of a lab’s 
information systems specifically to steal 
patient PHI. The hackers could then profit 
by selling the patients’ personal data. 

However, in recent years, cybercrimi-
nals have shifted their focus from simply 
stealing PHI to sell on the Dark Web. 
Instead, they now more frequently launch 
ransomware attacks. When hospitals and 
labs are hit by such attacks, they are 
denied access to all their computer sys-
tems and electronic health records. 

The Dark reporT is aware of two 
regional pathology laboratories that expe-
rienced ransomware attacks in the last 60 
days. These attacks are not disclosed to 
the public for reasons of security. Thus, 
if we are aware of two such cyberattacks 
in only 60 days, the actual number of 
ransomware attacks on labs across the 
country can reasonably be expected to be 
much greater. 

It is for these reasons that all lab orga-
nizations should elevate the priority they 
give to the security of their software and 
computer systems. 
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if they’re approaching the SBA threshold 
and anticipate passing it. 

“Cybersecurity incidents don’t always 
resolve in one day. They can take months 
or years to fully resolve, and the lab will 
have reporting requirements if at least 
part of a covered cyber incident occurs 
when the lab becomes a covered entity.”

kRansomware Notification 
In addition to requiring notification 
of cyberattacks, the law requires cov-
ered entities to report ransomware pay-
ments within 24 hours. This was an 
issue in the Change Healthcare incident. 
Both Reuters and Wired reported that 
Change Healthcare’s parent company 
UnitedHealth Group (UHG) likely paid 
a $22 million ransom to the group respon-
sible for the attack. But that information 
did not come from UHG. It came from a 
post in a hacker forum.

With the new reporting requirements, 
will ransomware payments become pub-
lic knowledge? That’s not likely, Sample 
said, because reports filed under CIRCIA 
are exempt from disclosure under the 
Freedom of Information Act and other 
similar sunshine or disclosure laws.

“The law is designed to give confi-
dence that when labs report the informa-
tion, CISA won’t turn around and make it 
public,” Sample said.

kHow Labs Should Prepare 
“Labs and other healthcare providers 
should make sure they have written plans 
in place, including incident response 
plans,” Sample advised. “Those plans 
should include procedures to quickly 
notify the federal government, because 
there won’t be much time for delay.”

Lefkowitz concurred. “Under HIPAA, 
labs have 60 days to report a breach, and 
here we’re talking about 72 hours,” he 
said. “That’s an extremely short turn-
around time.”

Sample added that “labs and other 
healthcare providers should be doing 

tabletop exercises, so that when this hap-
pens, they can respond quickly enough 
to meet the reporting deadlines and also 
contain and mitigate the harm from the 
attack itself.”

Lefkowitz notes that many labs, espe-
cially the larger ones, already have HIPAA 
required policies and procedures address-
ing security incidents, emergency opera-
tions, and disaster recovery that could be 
used to address and mitigate the effects of 
cyber incidents.

“Covered labs would need to modify 
these policies to address CISA reporting 
requirements,” he stated. 

The law provides for financial penal-
ties, Sample said, “but the main thing that 
drew my eye was that the rule will grant 
CISA subpoena power if they have reason 
to believe that a covered entity has not 
reported accurately. They’ll send a sub-
poena that will compel the company to 
provide information. That can be expen-
sive and time-consuming.” 

If a company fails to respond, or oth-
erwise refuses to cooperate, CISA can 
refer the case to the U.S. Department of 
Justice.

kDoes It Apply to Us?
For many laboratories, the key challenges 
will be determining whether the law 
applies to them, and whether the incident 
itself is reportable. 

“If they have no in-house counsel, they 
should have some kind of quick mecha-
nism in place to get a legal review by an 
attorney,” Lefkowitz advised. “Otherwise, 
if a layperson reviews it and misinterprets 
the law, it might not end well.”

Sample noted that CISA is accepting 
voluntary disclosures, so clinical labora-
tories can reach out now before the law 
takes effect, even if they don’t meet the 
requirements.  TDR

Contact Taylor M. Sample at taylor.sam-
ple@bassberry.com; Keith Lefkowitz at 
klefkowitz@hchlawyers.com.
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Clinical laboratories that 
seek to foster innovation 
in their business operations 

might find a good model in the “Innovation 
Center of Excellence” (ICOE), a business 
unit launched in 2022 by Sonora Quest 
Laboratories (SQL) in Phoenix. 

Within the laboratory, ICOE has a mis-
sion to gather and evaluate ideas for innova-
tion that come from staff. Two participants, 
Tom Leggett, Senior Director of Business 
Development, and Sky Soom, Innovation 
Analyst, discussed the innovation center 
during a breakout session at last year’s 
Executive War College in New Orleans.

kInnovate to Lead
SQL is a joint venture established in 1997 
between Quest Diagnostics and Banner 
Health, a large hospital system headquar-
tered in Phoenix.

“From Sonora Quest’s inception, 
innovation was ingrained into our DNA,” 
Leggett said. “Our CEO, David Dexter, 
understands that if clinical laboratories 
want to stay ahead of the curve and be 
relevant in the marketplace, they have to 

innovate and lead. If they don’t, they sim-
ply get commoditized, and then it’s just a 
race to the bottom with pricing.”

ICOE, he explained, began as an effort 
to formalize innovation within the labora-
tory. But first they had to define what they 
meant by the term.

“Is innovation just building your own 
proprietary technology and integrating it 
into your laboratory?” he asked. “Is it inte-
grating a vendor’s proprietary technology? 
Or is it using existing resources in an 
innovative way to solve a new need in the 
market? It could be any of those things, 
depending how one chooses to define it.”

Also, “What range of ideas are we con-
sidering?” he continued. “Testing? Patient 
access? Analytics platforms? What orga-
nizational buckets do they fall into? Who 
needs to be involved in decisions if an idea 
falls into one of those buckets?”

One imperative early on was “to 
understand the perspectives of our joint 
venture parents, Banner Health and Quest 
Diagnostics,” Legget explained. “We 
took care so that anything we did would 
complement them and not be compet-

Lab’s Innovation Center 
Encourages Staff Ideas
kStaff at Sonora Quest Laboratories now have way 
to share ideas to improve service, deliver more value

Tom Leggett Sky Soom 

kkCEO SUMMARY: At a time when health 
plans consider lab testing a commodity, the 
team at Sonora Quest Laboratories delib-
erately set out to encourage ideas and 
innovation from its staff by creating the 
“Innovation Center of Excellence.” One 
innovation involves helping health plans and 
physicians close care gaps of their patients
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itive in any way. For example, if our 
lab established urgent care centers all 
over Arizona, Banner would probably not 
look upon that very favorably. However, 
if we wanted to do retinal imaging in 
our patient service centers, perhaps that 
would be a good idea.”

kAligning Ideas with Goals
The ICOE team also had to ensure that 
the innovations aligned with the labo-
ratory’s overall strategic goals, he said. 
In 2022, those goals included use of new 
technologies to improve the patient expe-
rience, patient access to care, and the lab’s 
presence in the women’s health market. 
The overarching goal for 2023 was to use 
innovation to drive growth and efficiency.

Other challenges Leggett discussed at 
the 2023 Executive War College were:
• Conceiving the Right Structure. “How 

do we bring ideas into ICOE, work 
them through, and come out the oppo-
site side with a commercial program? 
The healthcare market is rapidly evolv-
ing. Ideas have expiration dates. If we 
don’t act on them as quickly as possible, 
they could be irrelevant by the time they 
get launched.”

• How to Measure Success. “We had 
to look at economic considerations, 
processes, and roles. It was important 
to establish analytics and metrics so we 
could report back to senior leadership 
on the success or failure of these proj-
ects after they launched.”

• Identifying the Decision-makers. 
“Who will be in the room making 
decisions on certain ideas? Generally, 
we went with department heads, peo-
ple from Finance, Compliance, IT, 
Operations, and Sales.”

• Getting Support throughout the 
Organization. “Constituents within the 
company must see the program works. 
When they do, they submit more ideas.”

• Forging Strategic Relationships. 
“People inside the lab have great ideas, 

but we also wanted to get ideas from aca-
demic institutions and government agen-
cies like the CDC and the Department of 
Defense. Not only do they have the ideas, 
but they have the funding to help make 
those ideas possible.”

• Understanding the Regulatory 
Environment. “The last thing we want 
is to work on a project for a year, and 
then CMS drops a ruling that wipes it 
off the map. It helps to have lobbyists 
and people embedded in those insti-
tutions, so we understand where the 
winds are blowing.”

For the submission of ideas, the ICOE 
team employs ServiceNow, an online 
software platform often used in corpora-
tions for submissions of job tickets to IT 
help desks.

As SQL’s Innovation Analyst, Sky Soom 
performs an initial vetting of the submis-
sions. He then passes the most promising 
ideas to a steering committee which ulti-
mately decides which of them goes forward. 
Soom explained that the system was built to 
anticipate failure. “I think our CEO expects 
about 30% of what comes through ICOE 
to really make hay,” he said. “Failing is not 
a bad thing. It’s a learning experience. We 
don’t sit and dwell on it. We learn from it 
and move on to the next thing.”

Leggett and Soom both emphasized 
the need for buy-in from employees. To 
encourage submission of ideas, SQL dis-
tributes companywide emails touting 
ICOE and flashes messages about the 
program on big screen TVs in the labora-
tory, Soom noted. And when people suc-
cessfully submit ideas, “that drives more 
submissions,” he added.

It is important to structure work roles 
to accommodate the innovations, he said. 
“We all have too much work to do. When 
new ideas are implemented, we might 
hand them over to operations, and they’ll 
go, ‘Really? Where am I going to fit this 
in?’ But innovation is embedded into our 
company. When you’ve partitioned time 
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Sonora Quest Lab’s Innovation Center Idea 
Helps Payers, Physicians Close Care Gaps

One idea introduced because of the innovation center of excellence (icoe) at Sonora 
Quest Laboratories was to organize a program designed to help health plans and 

physicians close care gaps. One element in this plan was to arrange for patients to do a 
self-collection at home. To collect specimens for colorectal cancer screenings, patients use 
InSure One Fecal Immunochemical Test (FIT) cards. For HbA1c testing, patients collect their 
specimens by using filter paper cards. The chart below shows the steps in this process.

Engaging Patients to Collect Specimens At Home to Close Care Gaps

Graphic by Sonora Quest Laboratories

for innovation into that person’s day, 
they’re more receptive to it,” Soom noted.

When setting up the system to spur 
innovation, the team decided to make the 
submission process as friction-free as pos-
sible. “We wanted a simple format where 
people could put in their idea and they are 
not asked to evaluate the return on invest-
ment,” Leggett said. “If we set the bar too 
high, we won’t get any good ideas.” 

If someone’s idea has not moved for-
ward, Soom said he will often discuss it 
with them. “Maybe it’s a super-expensive 
idea or there are legislative issues they 
didn’t see,” he stated. “That helps people 

understand other factors that must be 
addressed. Before ICOE, they were just 
told, ‘No, we don’t have the resources.’ 
And I always ask a follow-up question: 
‘Did we miss something in the submis-
sion? Did you mean something different 
than what I had interpreted?’ Maybe it can 
go through another iteration,” Soom said.

kKeeping All Ideas
Even if an idea doesn’t pass the initial 
vetting process within ICOE, it stays in 
the system, Soom noted. “Maybe there’s 
a fantastic idea that just doesn’t fit in the 
roadmap today,” he continued. “We might 
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not have the bandwidth or dollars or per-
sonnel to make it a priority. But don’t lose 
hope. Innovation does not equal immediate 
change. Things may need to evolve. 

“The power of the ServiceNow mod-
ule is that we don’t throw an idea in the 
trash,” Soom observed. “We can go back 
and revisit ideas that are still in the hopper 
if new technologies come along, or if the 
ROI changes.” 

At the same time, labs implementing 
a system like this should expect an imme-
diate influx of pet projects, “things that 
somebody’s been trying to fund for the 
last five years,” Soom noted. “They say, 
‘Oh, here’s a new avenue where I can push 
this idea to fruition.’”

Leggett recalled one idea that came 
up during the pandemic: Using drones to 
deliver specimens. “People said, ‘Walmart 
and Amazon are using drones. We need to 
use a drone. We won’t need couriers. How 
much will we save?’” he recalled. “But the 
patient still had to get the swab back to the 
laboratory. It was determined that it would 
cost in the range of $2.5 million to set this 
up and we couldn’t demonstrate an ROI.”

kAt-Home Collection Program
One initiative that came from ICOE was 
an effort to promote at-home collection of 
test samples. SQL had already been distrib-
uting InSure One Fecal Immunochemical 
Test (FIT) cards to patients for colorec-
tal cancer screening, Leggett explained. 
This new project was aimed specifically at 
helping payers close care gaps by promot-
ing sample collection for the colorectal 
cancer test as well as a hemoglobin A1c 
test for diabetes. (See sidebar on page 17.)

SQL was one of the first labs in the 
nation to adopt Lean Six Sigma man-
agement principles, including the use of 
personas to characterize customers. “For 
patients, we have five personas,” Soom 
explained. “People who are extra cautious, 
people who are really engaged, the unin-
sured, those type of things.”

Those personas came into play as SQL 
implemented the program of at-home 
specimen collection. A first task was to 
build a website to allow payers to upload 
lists of patients, known as attribution lists, 
to target for outreach efforts. 

kPatient Relationships 
“We looked at our relationships with the 
patients,” Leggett said. “If patients have a 
relationship with us, that informed how 
we engaged them.” For example, with the 
program to help doctors close care gaps, 
“if the patient happened to walk into one 
of our service centers because the doctor 
gave [him/her] another lab order, then we 
had the hemoglobin A1c kit sitting there 
ready for [him/her] to complete.”

But for patients with identified care 
gaps who do not have that kind of lab 
relationship, “we would have to work 
faster and harder to get those people to 
respond to us.”

To make the program cost-effective, 
SQL also had to develop a pricing model 
that accounted for shipping, handling, and 
other costs in addition to the cost of the 
test. They tracked the program’s progress 
using Actionable Insights Management 
(AIM), a software platform developed by 
SQL for population health management.

“We provided the payers with an end-
to-end reporting platform that looked at 
who requested a kit, who we shipped it to, 
who returned it, and who did it correctly so 
we could report results,” Leggett explained.

He acknowledged that it was a learn-
ing experience. “We did a small pilot 
and it worked great, but when we started 
to scale, we ran into some problems,” 
he said. For example, “we didn’t set our 
expectations with the logistics team 
appropriately to make them aware of how 
quickly they needed to respond when a 
patient requested a kit.” TDR

Contact Tom Leggett at tom.leggett@
sonoraquest.com; Sky Soom at sky.soom@
gmail.com.
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Last month, members 
of a class action lawsuit 

against Theranos and 
other defendants received set-
tlement checks. Members of 
the class included TDR’s Edi-
tor-in-Chief, Robert Michel, 
and his wife, Deborah. On 
behalf of The Dark Report, 
the Michels had investigated 
the actual laboratory test-
ing practices of Theranos by 
undergoing clinical labora-
tory testing on themselves. 
Robert’s check was for $64.00 
and Deborah’s was for $39.09. 
The class action lawsuit was 
filed in July, 2022, in the U.S. 
District Court for the Dis-
trict of Arizona by JND Legal 
Administration. 
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MORE ON: Theranos 
Class Action Lawsuit
Defendants were Ther-
anos, Inc., Walgreens 
Boots Alliance, Inc. and 
Walgreen Arizona Drug 
Company (together called 
“Walgreens”), Elizabeth 
Holmes, and Ramesh Balwani 
(collectively, “Defendants”). 
It is Case No. 2:16-cv-2138-

DGC. Final settlement in this 
case was February 6, 2024. 
Walgreens agreed to pay $44 
million and the entity han-
dling the remaining Theranos 
assets agreed to contribute 
assets valued at $1.33 million. 
In the spring of 2015, The 
Dark Report was first in the 
nation to report that Thera-
nos had ordered its patient 
service centers to cease col-
lecting capillary specimens—
the much bragged about 
technology innovation—and 
was only collecting venous 
blood samples. (See TDR, 
“Theranos: Many Questions, 
But Very Few Answers,” April 
20, 2015.)

kk

Sale of Associate 
Pathologists, LTD to  
Versant Diagnostics
Versant Diagnostics, based 
in Grapevine, Texas, acquired 
Associate Pathologists of 
Joliet, Ltd., based in Joliet, 
Ill. The deal was announced 
on May 14. The transaction 
brings five more pathologists 
into the Versant organization, 
which was founded in 2021.
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TRANSITIONS
• QuidelOrtho appointed 
Brian Blaser as President and 
CEO. Past executive posi-
tions have been with Abbott 
Laboratories, Ortho-Clin-
ical Diagnostics, Eastman 
Kodak, and General Motors. 
• Vitalacy of Los Angeles 
appointed Brian Zinkil as  
Vice President of Partner-
ships. Zinkil formerly worked 
at Phunware, Midmark Cor-
poration, Ronco, Viewics, 
Aperio, Dako, and Abbott 
Diagnostics. 
• LIMSABC of Fort Lau-
derdale, Fla., selected Skye 
Shearer as its new Chief Exec-
utive Officer. Prior positions 
were with TGB Labs and 
MultiLab Management.
• Bio-Rad Laboratories 
announced that Andrew Last, 
Executive Vice President and 
Chief Operating Officer, will 
retire by early September of 
2024. He previously served 
at Berkeley Lights, Intrexon 
Corporation, Affymetrix, 
BD Biosciences, Applied 
Biosystems, Incyte Genom-
ics, and Monsanto.

Copyright 2024 by The Dark Intelligence Group, Inc. All Rights reserved. None of the contents of this publication may be 
reproduced stored in a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, 
recording, or otherwise) without prior written permission of the publisher. 

k Publisher: Robert L. Michel 
rmichel@darkreport.com 

k Executive Publisher: Bob Croce 
bcroce@darkreport.com

k Legal/Compliance Reporter: Stephen Beale  
sbeale58@gmail.com

k Regulatory Reporter: Jillia Schlingman 
jpschlingman@yahoo.com

k Managing Editor: Michael McBride 
me@michaelmcbride.com

k IVD Reporter: Donna Pocius 
donna11019@att.net

That’s all the insider intelligence for this report. 
Look for the next briefing on Monday, June 10, 2024.



kk   Is your lab ready to deploy artificial intelligence? 
Attorney identifies risks, regulatory requirements.

kk   Unexpected developments affecting uptake 
of digital pathology and automated image analysis.

kk   Health plans react to the FDA’s regulation  
of laboratory developed tests (LDTs).

UPCOMING...

Sign Up for Our FREE News Service!
Delivered directly to your desktop,  

DARK Daily is news, analysis, and more.

Visit www.darkdaily.com

For more information, visit: 
kkk 

www.darkreport.com




